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Used winscp rare for User. © 100
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vent Time Computer Name User Operation Type Application Z.«sﬂiﬁctory Application Comm...

D8/14/18 1:15:04 am

dgdemo\jv-w81ex6 DLeake Network Transfer Upload winscp.exe c\windows\temp "C\windows\temp

08/14/18 1:15:04 am

dgdemo)\jv-wB1ex6... DLeake Network Transfer Upload winscp.exe c\windows\temp “C\windows\temp..
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Computer Name Total Application

dgdemo\cnuss-win10x6 9,102 tpautoconnsve.exe
dgdemol\aeynon  Investigate 12,456 chrome.exe
| —
workgroup\YLU- View Risk 12,134 backgroundtaskhos
DIGITALGUARDIAN

dgdemo)\jv-wBle Event Log Collection
Open in Workspace >

se\JbortnickVM- e
b Event Log Collection - Application - PSLogList

dgdemo\MMM-v xt
Add to Filter Event Log Collection - Security - PSLogList
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F .
ENDPOINT ISOLATION ENABLED orensics - Memory Dump L
Copy
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Scan >
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Forensics - Suspicdious File Collection
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Total

COMPUTER NAME PROCESS

Computer Name Total Application
dgdemo\cnuss-win10x64 59,102 tpautoconnsvc.exe
dgdemo\aeynon-win10 12,456 svchost.exe
workgroup\YLU-WIN10-1803 12,134 chrome exe
dgdemo\jv-w81ex64-std 10,183 wmic.exe
se\JbortnickVM-10ex64 9,063 backgroundtaskhost.exe
dgdemo\MMM-Win10x64T1 5,913 searchfilterhost.exe

BINARY SIGNATURES

Signed Trusted
urknowe [N
No Signacure i}
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EVENTS OVER TIME
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NETWORK
Application DNS Hostna...
svchost.exe v10.vortex-w.
svchost.exe vi0.vortex-w.
svchost.exe vi0.vortex-w.
svchost.exe sqgm.telemet
svchost.exe settings-win
svchost.exe settings-win
VIRUSTOTAL STATUS
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80k
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IP Address

655544109
40.77.226.250
64.4.54254
65.55.252.93
65.55.44,108
64.4.54.253
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