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A New Dawn for
Data Loss Prevention

Data Loss Prevention is More Important Than Ever
HERE’S WHY WE’RE REINVENTING IT.
In the past few years Data Loss Prevention (DLP) has seen a 
major resurgence, and that’s expected to continue. According 
to Gartner, by 2020 85% of organizations will have implemented 
DLP, up from 50% today. But Digital Guardian is challenging 
the security industry to expand their thinking about data loss 
prevention. 

A DLP solution that is limited to protecting data from well-
meaning or malicious insiders is no longer sufficient. The demand 
for data protection within your enterprise continues to grow, as 
does the variety of threats challenging your security team. Given 
today’s evolving threat landscape and shortage of security talent, 
security professionals should demand vendors do more. 

REPLACE 3 TOOLS WITH 1
Digital Guardian is responding to the need to do more by 
expanding our product scope. In addition to traditional insider 
focused DLP, we now extend into a much broader awareness 
of threats, combined with the forensic artifact collection and 
behavior analytics required to fully assess the risks to your data. 
Our new, cloud-delivered Data Protection Platform can detect 
threats and stop data exfiltration from both well-meaning and 
malicious insiders as well as external adversaries. By converging 
DLP, EDR and UEBA, you can consolidate and simplify your 
security program, going from multiple tools to one agent 
managed with one console. 

Our purpose-built, cloud-native architecture utilizes streaming 
data from DG endpoint agents and network sensors to provide 
deep visibility into system, data and user events. That deep 
visibility powers security analyst-approved workspaces that 
provide information security analysts, incident responders and 
threat hunters with the context they need to identify, respond 
to and remediate threats to your sensitive data faster and more 
efficiently - regardless of the threat.

This unified solution delivers the product consolidation CISOs 
must demand. Our platform puts your most sensitive information 
assets at the center of all data protection, activity monitoring and 
endpoint detection and response activities.

“Security buyers are very confused by all the products in 
the market and they’re investing in more solutions than 
they really need as a result. Even worse, this large number 
of tools drives up price and complexity and ultimately 
becomes a barrier to managing risk effectively.”

Art Coviello 
Former CEO of RSA & Partner, Rally Ventures

Source: Keynote Address, May 2017, iSMG Breach Prevention Summit, Washington, DC

“The average number of software agents installed on each 
endpoint has ranged from five in 2010 to more than seven 
in 2015.”

Ponemon Institute, 
2016 State of the Endpoint Report, April 2016
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The Digital Guardian Data Protection Platform

DG CLOUD
Reduces overhead, friction and cost while delivering the most 
comprehensive data protection available today.
• Immediate time-to-value — no hardware, additional 

software or configuration required 
• Drives down cost and complexity  
• Instant scalability

DG ANALYTICS
Correlates and analyzes system, user and data events from 
endpoint agents and network sensors to provide the deep 
visibility and context needed to identify and remediate ALL 
threats 
• 100+ behavior-based rules 
• Anomaly detection with advanced statistical models and 

machine learning

DG WORKSPACES
Enables InfoSec Analysts, Incident Responders and Threat 
Hunters to:
• Surface the real threats and real risks
• Pivot and drill-down to investigate
• Drag and drop to create a complete timeline
• Right click to remediate in real time

DG MANAGEMENT CONSOLE (DGMC)
Enables configuring and deploying agents, and managing policies, 
alerts, and reports.

DG ENDPOINT AGENT
Delivers the deepest visibility available on the market. It captures 
and records all system, user and data events - on or off the 
network. 
• Unique context awareness or controls blocks only those 

behaviors that pose a threat to your organization
• Full OS support – Windows, MacOS, Linux, VDI - the 

broadest and deepest system coverage available

DG NETWORK APPLIANCE
Protects data at rest and in motion with low overhead. Our 
physical or virtual appliances classify, monitor and control 
sensitive data across your networks, storage repositories, 
databases and cloud applications like Office 365.

DG APPLICATIONS
Solutions that meet the broadest range of data protection use 
cases.
• DG Data Discovery – get visibility and auditing of potentially
• vulnerable data
• DG Data Classification – leverage the most comprehensive 

classification including content, context and user-based
• DG Data Loss Prevention – stop sensitive data from getting 

out of your organization
• DG Cloud Data Protection – stop loss of data in cloud 

applications such as Office 365
• DG Endpoint Detection & Response – detect, investigate, 

and mitigate suspicious activities and behaviors at the 
endpoint

• DG User & Entity Behavior Analytics – detect anomalies in 
user behaviors indicative of a threat

 
DG INTEGRATIONS
Digital Guardian has developed custom applications and 
leverages APIs to integrate with the products you already own. 
Integrations include:

Digital Guardian
Appliance

Cloud-Delivered
Threat Aware Data Protection

Digital Guardian
Agent

Analytics Workspaces Management
Console

Applications
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Platform Benefits

Choose Your Deployment Model

Security Analyst-Approved Workspaces 
DG’s experienced threat hunters and information security 
analysts developed workspaces to guide security professionals to 
the events that matter for identifying anomalous and suspicious 
insider and outsider activity. Analysts can easily drill down to 
follow an investigation and determine next steps or to create 
custom dashboards, reports and workspaces.

Analytics that Filter Out the Noise
Digital Guardian monitors the most comprehensive set of events 
about your systems, users and data, quickly filtering through 
potential anomalies. It only triggers alarms for the high fidelity 
events that warrant additional investigation by InfoSec and/or 
SOC Analysts.

Manage Security Programs
Digital Guardian’s Managed Security Programs act as a remote 
extension of your team and offers data protection as a managed 
service. Our security experts will host, administer and run your 
data security platform. These 24x7 global analyst teams that live, 
eat, and breathe data protection will help you contain insider 
and outsider threats before sensitive data gets out of your 
organization. Data loss prevention, advanced threat protection or 
compliance, we’ve got you covered.

SaaS
The Digital Guardian infrastructure is available as a software 
service hosted and managed by Digital Guardian, enabling you 
to focus more resources on identifying and mitigating risks in 
your enterprise. This cloud-delivered platform was built using the 
latest web technologies to provide the scalability and ease of use 
security analysts have come to expect from SaaS tools.

On Premise
For customers desiring to host their management console on 
premise, Digital Guardian provides a simple direct integration with 
our cloud platform.

Right Click Remediation in Real Time
Security analysts can blacklist processes across the enterprise 
from virtually any screen for real time remediation of threats 
identified during incident response or threat hunting. Remediation 
options include blacklist, scan, warn on launch, send to 
VirusTotal, and more. 

Drag and Drop Incident Management
Analysts can simply drag and drop to create new incidents, add 
events or alarms. It’s easy to add comments and artifacts. A 
timeline automatically builds out as you investigate an incident 
and work towards remediation, accelerating response time.

https://www.facebook.com/DigitalGuardian/
https://twitter.com/digitalguardian
https://www.linkedin.com/company/digitalguardian
https://www.youtube.com/channel/UCxuidZCX0o4EgZlSaxSipEQ
https://digitalguardian.com/rss.xml
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Magic Quadrant Leader

A Recognized Leader.
Just ask Gartner.

Digital Guardian is the only Enterprise 
Data Loss Prevention Gartner MQ Leader  
exclusively focused on data protection.
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Digital Guardian

Digital Guardian provides the industry’s only security 
platform that is purpose built to stop data theft. Our 
platform performs across the corporate network, 
traditional endpoints, and cloud applications, 
buttressed by a big data cloud service, to make it easier 
to see and block all threats to sensitive information. 
For almost 15 years it has enabled data- rich 

organizations to protect their most valuable assets 
with a choice of on premise, SaaS or managed service 
deployment. Digital Guardian’s unique data awareness 
combined with behavioral threat detection and 
response, enables you to protect data without slowing 
the pace of your business.
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